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Abstract: In the age of ubiquitous Internet of Things (IoT) devices, data privacy concerns have 8 
grown exponentially. This article examines the nexus of video data privacy and blockchain technol- 9 
ogy within IoT networks, aiming to devise innovative strategies leveraging video blockchain's at- 10 
tributes to enhance security and privacy for IoT-generated video data. A comprehensive literature 11 
review reveals the multifaceted challenges encompassing data privacy in IoT, spanning issues of 12 
data integrity, confidentiality, and trust. Recognizing blockchain's inherent immutability and de- 13 
centralization, this research methodically investigates existing blockchain-based approaches and 14 
substantiates their practical implementation's tangible benefits in reinforcing video data privacy 15 
within the dynamic IoT landscape. The ensuing discussion critically evaluates these findings, em- 16 
phasizing the strengths and limitations of video blockchain-based solutions within the IoT context. 17 
It underscores blockchain's transformative potential as a cornerstone for preserving data privacy in 18 
IoT ecosystems, instilling trust and security amid pervasive connectivity. In conclusion, the research 19 
highlights blockchain's significance as a catalyst for advanced data privacy, particularly concerning 20 
video content within the intricate IoT networks. As IoT applications continue to proliferate, inte- 21 
grating blockchain technology emerges as a promising avenue to secure sensitive video data, ulti- 22 
mately promoting trust and security in our evolving digital landscape. The article also looks ahead, 23 
emphasizing the need for continued exploration of innovative solutions in this ever-relevant field. 24 

Keywords: Video Blockchain; IoT Network; Video Data Privacy  25 
 26 

1. Introduction 27 

In today's modern world, Internet of Things (IoT) devices have become indispensa- 28 
ble tools in our daily lives. They play a pivotal role in simplifying tasks and providing 29 
solutions across a wide spectrum of applications. However, the proliferation of IoT de- 30 
vices has ushered in a new era in which our personal data is intimately entwined with 31 
these interconnected technologies. This integration has given rise to growing concerns 32 
about privacy, particularly regarding the unauthorized sharing of personal data with 33 
third parties [1]. Among the data captured by IoT devices, video data stands out as a high- 34 
risk category with significant implications for user privacy. The visual nature of video 35 
data presents unique challenges and vulnerabilities, making it particularly sensitive in the 36 
context of IoT [2] 37 

As we embark on this exploration of data privacy in IoT networks, we introduce 38 
three central hypotheses that guide our research: 39 

Hypothesis 1: The selecting appropriate cryptographic functions for connect the IoT net- 40 
work and video blockchain implementation. 41 

Citation: To be added by editorial 

staff during production. 

Academic Editor: Firstname 

Lastname 

Received: date 

Revised: date 

Accepted: date 

Published: date 

 

Copyright: © 2023 by the authors. 

Submitted for possible open access 

publication under the terms and 

conditions of the Creative Commons 

Attribution (CC BY) license 

(https://creativecommons.org/license

s/by/4.0/). 



Electronics 2023, 12, x FOR PEER REVIEW 2 of 14 
 

 

Hypothesis 2: The integration of video blockchain technology into IoT networks will sig- 42 
nificantly enhance the security and privacy of video data, leading to improved data integ- 43 
rity, confidentiality, and trust within the interconnected ecosystem. 44 

Hypothesis 3: Video blockchain technology will demonstrate its practical utility and ef- 45 
fectiveness in safeguarding video data privacy in IoT networks. 46 

The purpose of this study is to investigate these hypotheses and address the pressing 47 
issue of data privacy within IoT networks. To contextualize our research, we will review 48 
the current state of the field, highlighting the challenges and controversies related to IoT 49 
data privacy. Additionally, we will provide an overview of key publications that have 50 
contributed to the discourse on data privacy within IoT networks. By examining the cur- 51 
rent landscape, we will lay the foundation for the hypotheses and experimental analysis 52 
presented in this paper. 53 

In assumption, this study underscores the compelling importance of blockchain tech- 54 
nology as a catalyst for enhancing data privacy, particularly in the context of video data, 55 
within the intricate web of IoT networks. As IoT applications continue to rapidly prolifer- 56 
ate, the integration of blockchain technology offers a promising solution to address the 57 
critical issue of data privacy, ultimately fostering trust and security in our interconnected 58 
world. We aim to provide insights that transcend disciplinary boundaries, making our 59 
findings comprehensible to scientists and researchers outside the specific field of IoT and 60 
data privacy. 61 

2. Materials and Methods 62 

In this section consequently address the hypothesis using relevant methodologies, 63 
while extracting related methods and comparatively analysis our employed methods to 64 
achieve the necessary results and implement a secure IoT network for transmitting video 65 
data securely. 66 

2.1 Evaluating the Performance of Existing Hashing Functions 67 

In the context of "Advancing Video Data Privacy in IoT Networks through Video 68 
Blockchain Technology," the choice of cryptographic functions is paramount for establish- 69 
ing a secure and efficient video blockchain system. In this paper not going to extract the 70 
all of the cryptographic function related to the video blockchain implementation, moreo- 71 
ver it only discussed the chosen main hashing functions that most commonly using in the 72 
blockchain application.[3, 4]. Because here we want to test the upgrade version of Secure 73 
Hashing algorithm(SHA). 74 

Therefore, these functions must offer robust security measures against potential at- 75 
tacks, with commonly used options including SHA-256 and SHA-3 [5] specifically tailored 76 
for blockchain applications [6]. Efficiency is another critical factor, necessitating optimiza- 77 
tion of the function's performance to align with the unique hardware and software archi- 78 
tecture [7]of the blockchain network. Moreover, ensuring compatibility is essential to 79 
guarantee smooth integration and interoperability with the existing blockchain infrastruc- 80 
ture. For instance, in the case of a video blockchain built on the Ethereum platform, it is 81 
advisable to employ Ethereum-compatible cryptographic functions such as Keccak-256 or 82 
SHA-3 [14]. 83 

The performance of both SHA-256 and SHA-3 hashing is assessed through the utili- 84 
zation of a Python script designed for benchmarking. The script is responsible for deter- 85 
mining the average time required to execute SHA-256 hashing on a designated sample 86 
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data string. To ensure precision, the script iterates through the hashing process 1000 times, 87 
resulting in a more precise measurement. Subsequently, the calculated average time for 88 
SHA-256 hashing is presented for analysis. Below algorithm 1 explain the process of per- 89 
formance measuring our selected hashing functions of SHA-3 and SHA-256 90 

Algorithm 1: Used for Performance Evaluation  91 
Input: Data to be hashed (data_to_hash), Number of iterations (num_iterations) 92 
Output: Average time for SHA-xx hashing (average_time_sha_X) 93 
Initialize: A timer to record the starting time (start_time). 94 

Initialize: A variable to store the cumulative time (cumulative_time) as 0. 95 

For _ in range(num_iterations): Start the timer. 96 

1) Perform SHA-XXX hashing on the input data (data_to_hash). 97 

2) Stop the timer and record the ending time (end_time). 98 

3) Calculate the elapsed time for this iteration as elapsed_time = end_time - start_time. 99 

4) Add elapsed_time to cumulative_time. 100 

Calculate: the average time for SHA-XXX hashing as average_time_sha_XX = cumulative_time / 101 

num_iterations. 102 

Return: the average_time_sha_XX as the result. 103 

Figure 3. Comparison of Average Execution Times for SHA-3 and SHA-256 Hashing Algorithms  104 

 105 

 106 

 107 

 108 

Figure 1.SHA-256 analysis Figure 2. SHA-3 analysis 
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The bar chart above presents a comparative analysis of the average execution times 109 
for two widely used cryptographic hashing algorithms, SHA-3 and SHA-256 These algo- 110 
rithms are fundamental for data integrity and security in various applications, including 111 
blockchain technology and data verification. 112 

The results clearly indicate that SHA-3 exhibits a slightly faster average execution 113 
time compared to SHA-256. SHA-3, which utilizes a 256-bit hash value, demonstrated an 114 
average execution time of approximately 1.63 microseconds, while SHA-256, which em- 115 
ploys a 256-bit hash value, had an average execution time of approximately 2.01 micro- 116 
seconds. Both algorithms offer fast performance, and this analysis provides valuable in- 117 
sights into their efficiency. 118 

Additionally, the standard deviation values for both algorithms are comparable, suggest- 119 
ing consistent and reliable performance across multiple iterations. 120 

These findings have significant implications for applications requiring secure and 121 
efficient data hashing. Researchers and practitioners can consider these results when se- 122 
lecting an appropriate hashing algorithm based on their specific needs and performance 123 
criteria. In summary, while both SHA-3 and SHA-256 are secure hash functions, SHA-3 124 
is designed with a stronger focus on security, especially against emerging threats like 125 
quantum attacks. SHA-256, on the other hand, is efficient and remains widely used for 126 
various cryptographic purposes. The choice between them depends on the specific secu- 127 
rity requirements of the application. 128 

2.1 Evaluating the Performance of Cryptographic Data Structures 129 

Within the scope of this paper, we meticulously select cryptographic features and 130 
leverage their combination to formulate a robust mechanism for a blockchain-based com- 131 
putational solution. A fundamental objective in the development of blockchain applica- 132 
tions is to uphold the integrity and confidentiality of data. Because if the implementation 133 
can achieve the confidentiality of the data, it’s possible archive the data privacy require- 134 
ments. Therefore, we explore a range of data structures, including Merkel tree [8], hash 135 
list [9], H-tree [10], and SM-Tree (Sparse Merkle Tree) [11] approaches. After comprehen- 136 
sive evaluation and comparison of these technologies, we will identify the most suitable 137 
one that aligns with our desired level of security. 138 

In addition to security considerations, we also assess the performance of these four 139 
cryptographic data structures. To ensure a fair and objective evaluation, we utilize the 140 
same algorithm employed in Algorithm 1 to measure the computational efficiency of 141 
each approach. This performance assessment enables us to not only select the most secure 142 
method but also the one that offers the best balance between security and computational 143 
speed. This multi-faceted approach ensures that the blockchain-based computational so- 144 
lution we propose in this paper is both robust in its security features and efficient in its 145 
operation. As the landscape of blockchain technology continues to evolve, it is imperative 146 
to strike the right balance between security and performance, and our research aims to 147 
achieve precisely that. 148 

 149 
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       Figure 4.Performance analysis of 4 selected cryptographic data structures 150 

Figure 5.Performance Comparison cryptographic data structures 151 

 152 

In summary, the choice of data structure depends on the specific application and 153 
requirements. Merkle trees are commonly used for ensuring data integrity in blockchain 154 
technology. Hash lists are simple but less scalable. H-Trees are versatile but may be more 155 
complex. SM-Trees are efficient for scenarios with sparse data and limited storage require- 156 
ments. 157 

To facilitate our comparative analysis of blockchain industrial solutions, we employ 158 
the methodology [2] used in creating a blockchain solution for the Dubai government. 159 
Drawing from previous research work [12], we acknowledge the importance of selecting 160 
cryptographic functions and algorithms that can scale effectively. Additionally, given the 161 
energy consumption considerations inherent to blockchain-based implementations [13], 162 
it becomes imperative to identify the most fitting algorithm that aligns with these require- 163 
ments. In sum, the integration of these chosen solutions necessitates a thorough examina- 164 
tion to establish a robust and dependable computational approach. This, in turn, will en- 165 
able us to deliver a secure solution for intelligent surveillance within smart cities [14].  166 
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2.2 The integration of video blockchain technology into IoT networks. 167 

In this section, we introduce a novel approach aimed at strengthening data integrity 168 
within smart cities [15]. Our method seamlessly integrates a Merkle tree, hashing func- 169 
tions, and peer-to-peer data storage into IoT networks to ensure the utmost security and 170 
privacy of surveillance data[16–19]. 171 

The core of our methodology lies in the verification process, a meticulous procedure 172 
designed to identify alterations in image frame sequences and pinpoint specific image 173 
modifications. To accomplish this, we generate a dedicated Merkle tree for each data 174 
block, securely storing its root hash within the blockchain. This architectural design acts 175 
as a safeguard for data integrity, laying the foundation for a robust and secure blockchain 176 
implementation [19–21]. 177 

To rigorously test our methodology, we've meticulously curated multiple datasets 178 
containing sample videos for system integration. These surveillance videos, convention- 179 
ally recorded at 25 frames per second [22], have been augmented to 30 frames per second 180 
in our project to include more comprehensive content in our experiments. Our dataset, 181 
comprising 7,000 video frames, focuses on the city of Auckland. The core objective of our 182 
research is to generate hash values for video frames, thereby enhancing resistance against 183 
potential attacks., focuses on the city of Auckland. The core objective of our research is to 184 
generate hash values for video frames, thus bolstering resistance against potential attacks. 185 

Our paper serves as a pivotal link between surveillance video data and blockchain 186 
technology. We've established a decentralized repository for storing this critical data, with 187 
a primary focus on enhancing security. This enhancement is primarily driven by the stra- 188 
tegic use of cryptographic algorithms for hashing and signature, setting our work apart 189 
from previous research. These algorithms play a pivotal role in ensuring the seamless con- 190 
nection of video frames, thereby facilitating the detection and localization of any frame 191 
alterations. Moreover, our verification procedure, incorporating Merkle trees and hashing 192 
functions, adds an additional layer of security. 193 

Recognizing the importance of preserving privacy in blockchain implementation, we 194 
propose a blockchain-based solution that not only ensures but also improves the integrity 195 
of surveillance data within smart cities. Our aim is to foster increased trust, deliver reliable 196 
results, and carefully manage data disclosures. The fusion of computational methods and 197 
video blockchain technology effectively regulates data security, curbing unauthorized ac- 198 
cess and enabling close monitoring in domains such as law enforcement, insurance, and 199 
traffic management systems. This, in turn, streamlines necessary enhancements for im- 200 
proved security and compliance in the realm of smart city video surveillance. 201 

To ascertain frame integrity, we construct a Merkle tree from the block matrix hash 202 
values. Storing the Merkle tree's root hash in the blockchain enables us to detect any al- 203 
terations by comparing block and Merkle tree hashes, adding an invaluable layer of tam- 204 
per resistance to our system. 205 

Additionally, we explore the potential of block matrix operations [23] including ma- 206 
trix multiplication and matrix inversion, for video processing tasks such as compression, 207 
filtering, and restoration. These operations are executed on the block matrices stored 208 
within the blockchain, allowing for highly efficient and secure video processing. 209 

Our implementation of the Merkle Tree function plays a pivotal role in this system. 210 
It takes an array of data and recursively constructs a Merkle tree. In the base case, where 211 
only one data item remains, the function returns the data item itself. In all other cases, it 212 
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constructs the left and right subtrees, hashes them together using the SHA-3 algorithm, 213 
and returns the resulting hash, which becomes the root of the Merkle tree. 214 

The composite plot provides a comprehensive visualization of the blockchain pri- 215 
vacy-secure methodology, integrating SHA-3, Merkle Tree, and Block Matrix processes. 216 
In Subplot 1 (SHA-3), the blue line depicts the output of the SHA-3 hashing process over 217 
time, showcasing how input data blocks are transformed into cryptographic hashes. Sub- 218 
plot 2 (Merkle Tree), represented by the green line, illustrates the evolution of the Merkle 219 
root hash as adjacent data chunk hashes are paired and hashed, with the final point indi- 220 
cating the unique identifier for the entire set of data blocks. In Subplot 3 (Block Matrix), 221 
the orange line portrays the compression of data blocks organized in a matrix, highlight- 222 
ing the reduction in data size over time. The overall trends and interdependencies be- 223 
tween these processes offer valuable insights into the efficiency of cryptographic hashing, 224 
Merkle Tree construction, and data compression, contributing to a more secure and pri- 225 
vate blockchain methodology. 226 

 227 
Figure 6.Data analysis for SHA-3, Merkle Tree and Block Matrix 228 

The results portrayed in the composite plot provide several significant conclusions 229 
for the blockchain privacy-secure methodology. Firstly, the SHA-3 hashing process 230 
demonstrates consistent and efficient transformation of input data blocks into crypto- 231 
graphic hashes, indicating the robustness of the chosen hashing algorithm. The evolving 232 
trend in the Merkle Tree construction reveals a systematic pairing and hashing of data 233 
chunk hashes, culminating in a unique Merkle root hash that serves as a reliable identifier 234 
for the entire dataset. Additionally, the Block Matrix subplot underscores the effectiveness 235 
of compression algorithms, such as JPEG, in reducing the data size of video frames orga- 236 
nized in a matrix. The interconnectedness of these processes, as evidenced by the integra- 237 
tion points in the plot, signifies a cohesive and secure methodology. The reduction in data 238 
size through compression, coupled with the cryptographic integrity provided by SHA-3 239 
and the Merkle Tree's unique identification, collectively contribute to the enhancement of 240 
privacy and security [24–26] within the blockchain framework. Overall, the results affirm 241 
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the efficacy of the integrated approach, offering insights into the efficiency of individual 242 
components and their collaborative impact on the privacy and security attributes of the 243 
blockchain system. 244 

The pivotal element in our system is the implementation of the Merkle Tree function. 245 
This function takes an array of data and recursively constructs a Merkle tree algorithm 2. 246 
In the base case, where only one data item remains, the function simply returns the data 247 
item itself. However, in all other cases, it constructs both the left and right subtrees, hashes 248 
them together using the SHA-256 algorithm, and returns the resulting hash, which ulti- 249 
mately becomes the root of the Merkle tree. 250 

Algorithm 2: Merkle Tree 251 
Input: A list of data blocks. 252 
1) Break down the data blocks into consistent fixed-size chunks, typically ranging from 1 to 2KB. 253 
2) Utilize a cryptographic hash function to calculate the hash for each data chunk 254 
3) Form pairs of neighboring data chunk hashes and compute the hash for each pair. 255 
4) Iterate through step 3 until only one hash remains, representing the Merkle root hash. 256 
5)  Save the Merkle root hash as the distinctive identifier for the data blocks. 257 

 258 
Algorithm 3: Block Matrix  259 

Input: A video file consisting of frames. 260 
1) Partition each frame into fixed-size blocks (16x16 pixels). 261 
2) Organize the blocks of each frame into a matrix, where rows represent blocks and 262 

columns represent frames. 263 
3) Employ compression algorithms (such as JPEG) on each block to reduce data size. 264 
4) Save the compressed block matrix as a binary file. 265 
5) For accessing a particular frame, load the compressed block matrix and extract the 266 

corresponding column of blocks. 267 
6) To access a specific block within a frame, retrieve the relevant row from the block 268 

matrix and decompress the block. 269 
 270 

The block matrix algoritem 3 function takes in an array of data and a block size, and 271 
con-structs a matrix where each row represents a block of data. The matrix is filled in by 272 
iterating over the data array, slicing it into blocks of the given size, and placing each block 273 
in the appropriate row of the matrix. If the length of the data array is not a multiple of the 274 
block size, the last row of the matrix will contain padding to fill out the remaining space. 275 

 276 
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 277 
Figure 7.Average computational time (millisecond) for authentication based on Merkle tree by data size. 278 

Together, these algorithms can be employed to store video frame data in a secure 279 
and efficient manner. The video frames can be split into blocks, and a Merkle tree can be 280 
constructed over the blocks to provide integrity and authentication for the data. This 281 
method supports the distributed storage facility to be store data transfer-ring from the 282 
surveillance systems. 283 

The throughput (TP) can be mathematically expressed as: 284 

𝑇𝑃 =	
𝑇
∆𝑡 285 

Where: 286 

TP is the throughput, measured in transactions (or blocks) per second (TPS). 287 

  288 
Figure 8.Analysis the Throughput vs. Data Input Size 289 

3. Results Analysist and Discussion 290 

This project seeks to investigate the application of video blockchain in surveillance sys- 291 
tems. The approach involves converting recorded videos into individual frames, with 292 
each frame ranging from 50KB to 1024KB in size. These frames are utilized to establish a 293 
private blockchain system on a Windows 11 64-bit operating system. An experimental 294 
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setup was implemented to assess the efficacy of this novel method against various types 295 
of attacks. The experiment resulted in the development of innovative computational tech- 296 
niques for video blockchains, incorporating specific cryptographic algorithms into the 297 
video blockchain framework. In summary, this research contributes technologically to the 298 
video blockchain domain by introducing a fresh approach to securing video data in sur- 299 
veillance systems. The outcomes of this research project can serve as a basis for future 300 
endeavors in the realms of video blockchain and cryptographic algorithms. 301 

 302 
Figure 9.Comparisons of computational time between ours and other similar projects [13–15] 303 

Every root structure within the Merkle tree ensures the correlation between video frames 304 
and their hashing order, preventing alterations to the image sequence without modifying 305 
the entire root structure of the tree. Our ongoing efforts aim to incorporate a real-time 306 
change detection feature into the system, enhancing its dependability and fortifying it 307 
against privacy-invading and quantum computer attacks. The outcomes of this study of- 308 
fer valuable insights into the evolution of web interfaces for video blockchain systems, 309 
laying the groundwork for improving the reliability and security of such systems in the 310 
years to come. 311 

This paper concentrates on Merkle tree-based methodologies for data structure. The eval- 312 
uation involved measuring the computational time and data size for each experiment, 313 
with each iteration repeated 100 times to mitigate errors stemming from outliers. Figure x 314 
illustrates an ascending trend in computational time in relation to the increase in data size 315 
for the three Merkle tree-based approaches. However, beyond 100KB of data, these ap- 316 
proaches display only minor differences, as the generation of a Merkle tree for a 1 MB data 317 
file constitutes 99.9% of the computational time required by the prover. We graphically 318 
depict the results to ascertain time complexity, which is contingent on varying input sizes 319 
and block sizes, contributing to the determination of the function's time complexity. 320 

The incorporation of blockchain technology into intelligent surveillance confronts several 321 
challenges, including scalability, interoperability, and regulatory compliance. Addressing 322 
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these challenges entails scaling blockchain to manage substantial data volumes and trans- 323 
actions, seamlessly integrating it with existing systems, and navigating complex regula- 324 
tory frameworks. In our forthcoming work, we plan to devise solutions to tackle these 325 
issues. 326 

5. Conclusions 327 

Within this project, our central objective revolves around establishing a symbiotic 328 
relationship between video frames, as captured by intelligent surveillance systems, and 329 
the blockchain. Our innovative approach lies in the seamless integration of this data into 330 
a decentralized storage platform purpose-built for video surveillance. What sets our work 331 
apart from existing studies is its heavy reliance on cryptographic functions, which are 332 
instrumental in extracting hash values and signatures from video blockchains. This, in 333 
turn, fortifies the security of surveillance data, ensuring its integrity in a tamper-resistant 334 
environment. 335 

Notably, our research primarily focuses on enhancing the robustness of data storage 336 
within surveillance systems rather than centering on the mitigation of potential risks 337 
posed by quantum computer attacks on blockchains. While our current emphasis is on 338 
bolstering data security, we acknowledge that the landscape of blockchain technology is 339 
evolving. In the future, we intend to delve into the solutions outlined in Section 3.2 to 340 
fortify blockchains against quantum threats. 341 

Privacy concerns remain a significant challenge in blockchain implementation, and 342 
we acknowledge this aspect as a crucial consideration in our work. However, our vision 343 
extends beyond this immediate concern. In the future, there will be a need to address 344 
broader challenges such as scalability, interoperability, and regulatory issues that affect 345 
the effective deployment of blockchain technology. 346 

The overarching goal of this research is to propose a blockchain-based approach that 347 
not only enhances the security and integrity of surveillance data but also cultivates sub- 348 
stantial levels of trust, reliability, and controlled data disclosure within smart cities. By 349 
harmonizing computer vision with video blockchain technology, our focus is firmly on 350 
strengthening the security of surveillance data. The solution we present serves as a robust 351 
deterrent against tampering and unauthorized access by external entities. 352 

The contributions stemming from this project open new avenues for necessary ad- 353 
vancements in the realm of heightened security and adaptability for video surveillance in 354 
the dynamic landscape of smart urban environments. Our work aligns with the evolving 355 
needs of these cities, where intelligent surveillance is an integral component of public 356 
safety and urban management. 357 

6. Patents – N/A 358 

Supplementary Materials: The following supporting information can be downloaded at: 359 
www.mdpi.com/xxx/s1, Figure S1: title; Table S1: title; Video S1: title. 360 
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